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Stream and block cipher
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One Time Pad

The One Time Pad is the arly theoretically secure cipher

= Thearzm: The cne tme pad hes perfect secrecy
= You must cenerele a i ly random key sequence equelly long a3
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One Time Pad

» Usadul for sending secret czta without pragerved datz inmecrity
® Uses along randam bsequence as ke
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Stream Cipher

A more practical alternative is a stream cipher

= VWile genszrate 3 pseucorancom “key siream” from a seec. a “raal
oy pousty starler a e Tull “key sleeon® adved T e messuags
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» Wity tn mase the set of possible
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» We ry to elimirate any shartects ta firding thig ey from tha ‘key
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Stream cipher

o Design goal is 1o afficiently croduce random-looking sequences that
ar= as “indistinguishahle” as possible from troly random sequences

s Recall the unbreakable Vemam cipher.

+ For a synchronous stream cipher, a knowr-plaintext attack (or
lent to having access

ch, |ai ar chosen-cipt s

to the keystrearn 2 — 2y, 29,.. ., 20.

= We assume that an cutput sequence = of length N from the
keystream generator (s known to Eve.
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Stream cipher

o Symmetric encryption algorithms are d
block ciphers and stream ciphers

= Block ciphers tend to encrypt a block of characters of a plaintext
message using a ficed encryotion transformation

@ A stream cipher encrypt individual characters of the plaintext using an
encryotion transformation thet varies with time

ided into two main categories,

A stream cipher built around LFSRs and producing one bit outout on each
dock = chssic stream cipher design

Stream cipher: key generator
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Stream Cipher

Acditive stream cphers
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Stream Cipher

Feaudarandom generator
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gl LFSR based stream cipher A5/1
|

Key Generator
A5/1 uses three LFSRs with 19, 22, and 23 bits.
Key sizeis 64.

Three LFSR’s in A5/1

Mote: The three red boxes are used in the majority function
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EO(Bluetooth)
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Developed by RSA Labs, RC4 is a symmetric, byte-oriented
stream cipher with a variable length key size, in which a
byte (8 bits) of a plaintext is exclusive-ored with a byte of
key to produce a byte of a i

KEY
RC4 HAS two main parts:
KSA (Key Scheduling Algorithm)
PRGA (Pseudo Random Generation Algorithm)

Sate
RCA4 is based on the concept of a state.
Slo] si1] si2] - s[25s]

I Continued
E

Figure 8.10 Theidea of RC4 streamcipher
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gl RC4 Key Schedule KSA

Starts with an array S of numbers: 0..255

Use key to truly shuffle S
S forms internal state of the cipher
Given a key k of length L bytes

Scrambling Pseudocode :
fori=0to255do

Sli] =i

j=0

fori=0to255do
j=1(j+S[i] +k[i]) (mod 256)
swap (S[il, S[iJ)

gl RC4 PRGA and Encryption

Encryption involves XORing data bytes with output of the
PRGA

The PRGA initializes i and j to 0 and then loops over 4 basic
operations: increase j, increase j using s[i], swap and output
slil+s[i]

PRGA Pseudocode is:

i=j=0

for each message byte Mi
i=(i+1)(mod 256)

j=(j+S[i]) (mod 256)

swap(Si], Sjl)

t = (S[i] + S[j]) (mod 256) ; Ki=S[t]
Encryption : Ci=Mi XOR S[t]




