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Stream cipher Stream cipher: key generator

Stream Cipher Stream Cipher

8.11

Key Generator
A5/1 uses three LFSRs with 19, 22, and 23 bits.
Key size is 64.

LFSR based stream cipher A5/1

Three LFSR’s in A5/1

A5/2
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E0(Bluetooth)
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RC4

Developed by RSA Labs, RC4 is a symmetric, byte-oriented
stream cipher with a variable length key size, in which a
byte (8 bits) of a plaintext is exclusive-ored with a byte of
key to produce a byte of a ciphertext.
KEY

RC4 HAS two main parts:
KSA (Key Scheduling Algorithm)
PRGA (Pseudo Random Generation Algorithm)

State
RC4 is based on the concept of a state.
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Continued

Figure 8.10 The idea of RC4 stream cipher
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RC4 Key Schedule KSA

Starts with an array S of numbers: 0..255
Use key to truly shuffle S

S forms internal state of the cipher
Given a key k of length L bytes

Scrambling Pseudocode :
for i = 0 to 255 do
S[i] = i
j = 0
for i = 0 to 255 do
j = (j + S[i] + k[i ]) (mod 256)
swap (S[i], S[j])

8.17

RC4 PRGA and Encryption

Encryption involves XORing data bytes with output of the
PRGA

The PRGA initializes i and j to 0 and then loops over 4 basic
operations: increase j, increase j using s[i], swap and output
s[i]+s[j]

PRGA Pseudocode is:
i = j = 0
for each message byte Mi
i = (i + 1) (mod 256)
j = (j + S[i]) (mod 256)
swap(S[i], S[j])
t = (S[i] + S[j]) (mod 256) ; Ki = S[t]
Encryption     : Ci = Mi   XOR   S[t]


