17.5 DIGITAL SIGNATURE

In today’s commercial environment, establishing a |‘mm::1:mr
information requires familiarity from both the legal advisor
these two disciplines is not an casy task. The historical lega
mark made with the intention of authenticating the marked document. mln_:.' I —
of “signature™ may well include markings as digitised images nfpapﬂrf'ﬁi know the legal implicag,
To understand the concept of digital signature in a better way, We musl ]-liu-ﬂ- i I‘E]'.'ITI'.:SEHE[LﬁnnE
of digital signature. A signature is not part of the substance of a transaction, .

Signing serves the following gencral purposes:

%  Evidence: A signature authenticates writing
When the signer makes a mark in a distinelive
signer. b ; : I sionife

%  Ceremony: The act of signing a document calls to the Signers aﬂe;;ﬁgr::lsc legal significanc,

e . i 3 a -
of the signer's act, and thereby helps prevent inconsiderate qng g B
tom, a signature expresses the signer'y

- al: .rlain contexts defined by law or cus :
Approval: In certain contexis i y ot it T Tl ik

sl i spte 1 on t
approval or authorisation of the writing, or the signer’s intention & t I clari
<  Efficiency and Logisties: A signature on a writlen document often imparls a sense ol clarity

and finality to the transaction and may lessen the subsequent need to inquire beyond the face
of a document.

Although the basic nature of transactions has not changed, the cyber law has F’”]F hf:glun to adap
new technology. The legal and business communilies must develop rules and practices, which UEE new
technology to achieve and surpass the effects historically expected from paper forms. To achieve the
basic purposes of signatures outlined above, a signature must have the following attributes:

&  Signer Authentication: A signature should indicate who signed a document, message o

record, and should be difficult for another person to produce without authorisation.

% Document Authentication: A signature should identify what 1s signed. making it impracticable

to falsify or alter either the signed matter or the signature without detection,

ication of computer-bye,,
ields. Combipg,
15 delined g i

k for the authent .
and compuler securily |

| concept of ‘signature .
digital selling, this COngey,

signer with the s igned documey

identifying the . _
o - ting becomes attributable 1o {h,

manner, the wrl

17.5.1 How Digital Signature is Used

Digital signatures are created and verified by cryptography, the branch of applied mathematics that
concerns itsell with transferming messages into seemingly unintelligible forms and back again. Digital
signatures use public key cryptography technique, which employs an algorithm using two different but
mathematically related keys: one for creating a digital signature or transforming data into a seemingly
unintelligible form, and another key for verifying a digital signature or returning the message to its
original E‘nnn..l:'nmputer equipment and software utilising two such keys are often collectively termed
an ‘asymmetric cryptosystem’.

The complementary keys of an asymmetric cryptosystem for digital signatures are arbitrarily
termed tlhu:: private key, which is known only to the signer and is used to create the digital signature, and
l]l'!t' public key, which is ordinarily more widely known and is used by a relying party to verify the digital
signature. [ many people need to verify the signer’s digital signatures, the public key must be availabl¢
or distributed to all ofthem. Although the keys of the pair are mathematically related. if the asymmetric
c:r_:,.*ptnsystcm has been designed and implemented securely it is ::1:rm'|:|nu’r£s.tit:+nsxIi:rr infeasible to derive the
private key from the knowledge of the public key. Thys. many people may know the public key of 3

given sugner and USE‘H‘ Lo 1.,-1?1‘[['}" that signer-s signamms; thE_"f cannot discover the signer‘s pl'"l‘lr'ﬂtf key
and use it to forge digital signatures.

S
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. "ﬂ"m.“h” |U.I1-l:|-.!|m-cr.11;j| F"”’FE:-EL termed as hash function, is used in both creating and verifying @
digi'lﬂl b|gnatunl,. A hash Function js an alporithm, which creaies o digital represeniation in the form of
a hash "‘“_‘*l"": - Siand_an_;{ length, which i usually much smaller than the message but nevertheless,
5uh:~'1am!aily UnIqUe Lo L Thus, use of digita) sighatures usually involves lwo processes, one performed
by the slgnnfr and the other by the receiver of the digital signature. These are:

& I'.'-.ilgital signature creation, which uses a hash result derived Trom and unique to both the
Slgnud- message and a given privaie key. For the hash result 1o be secure, there must be only
a negligible possibility that the same digital signature could be created by the combination
of any other message or private key,

Digital signature verification, the process of checking the digital signature by reference to
the ﬂ]"lg”’lﬂl T]'lIEﬁSHgE and a Eli"..ll_'_n T!'Uhl-lli. RE::II.1 1_|-|._-|-|__-h::|.- dcu‘:n“ining whether the dlgll.-ﬂ SIEHE‘H[UE‘:
was created for thal same message using the private key that corresponds to the referenced
public key.

To have a clear Uﬂd&:mtanding of how digital signature is applied, let us consider an example.
Suppose Mr. A wants to send his signed message 1o Mr. B through Internet, he can use the public key
cryptosystem to provide digital signatures. Mr, A uses his own private key to create a digital signature
and Mr. B will use A's public key to verify this digital signature. On the digital signature creation side,
Mr. A creates digital signature using his private key. This process makes message in encrypted form and
results as signed message. The signed message is then send through the Internet 10 Mr. B.
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. On the digital signature verification side, Mr. B receives the message. together paz rh? digitg
signature from the Internet, Mr. B gets a copy of M. A F“h[ic key and verify the Slgnﬂ.tU—]’ﬂ by A's publi,
key. This process resulis in the decryption of the message with A’s public key. If the result after
decryption is the same as the transmitted message, Mr. B can believe that the message has n_ﬁ:a!lg.r come frog
Mr. A. This is because only Mr. A holds his private key, which is needed to generate the digital signatr,

Note that if the message or the digital signature is modified during the transmission, Mr. B wiy
not find the deerypted form of digital signature to match with the message, then Mr. B can conclug

that either the message transmission is tampered, or the message is not generated by Mr. A,

17.6 FIREWALL

The ongoing occurrences of incidents pertaining to network security caused a great concern fo the
people, using computers as their medium to exchange data across the country. A need was felt for
method of controlling the traffic, which allows access of information to computers. Organisations
required an application that could protect and isolate their internal systems from the Internet. This
application is called Firewall. Simply put, a firewall prevents certain outside connections from entering
into the network. 1t traps inbound or outbound packets, analyses them, and then permits access or
discards them.
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Figure 17.13 Firewall Software and Hardware
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Firewall makes decisions on whether or
not data should be allowed 1o pass based
upon a security policy. For each packet
of data, the firewall compares known
components of the packet 1o a security
rule set and decides if the packet should
be allowed to pass. In addition, Firewall
has security rules thal involve altering
the packet in some basic way before
passing the data. With a sensible sacurity
policy and a security rule set designed
to Implement that policy, a firewall |g
used in protecting local area networks

from attacks.

{EF hosts, set up specifically to shield a site or subnet
from protocols and services that can be g threat from
hosts outside the subnet. It serves as the aatekeeper
between an untrusted network E]ntErnct} and the more
trusted internal networks. If a remote user tries to access
the internal networks without going through
the firewall, its effectiveness is diluted. For example, if
a travelling manager has an office computer that he
or she can dial into while travelling, and his or her
computer is on the protected internal network, then
an attacker who can dial into that computer has
circumvented the firewall. Similarly, if a user has a dial-
up Internet account, and sometimes connects to the

Scanned with CamScanner



Internet from his or her office computer, he or she opens an unsecured connection to the Internet that
circumvyents the firewall.

17.6.1 How Firewall Works

7o understand the working of firewall, consider an example where an organisation is having hundreds
of computers or the network. In addition, the organisation will have one or more connections to the
[nternet liNes. Now, without a firewall in place, all the computers are directly accessible to anyone on
the Internét. A person who knows what other people are doing can probe those computers, try to make
FTP (file transfer protocol) connections to them, or telnet connections and so on. If one employee
makes @ mistake and leaves a security hole, hackers can get to the machine and exploit that hole,
with a firewall in place, the network landscape becomes much different. An organisation will
place a firewall at every connection to the Intemet (for example, at every T1 line .-.:J:nmlng into the
company). The Firewall can implement security rules. For example. one of the security rules that out
of the 300 computers inside an organisation, only one is permitied to receive public FTP traffic or
allowing FTP connections only to that one computer and prevent them on the ml?c_rs. A company ean
set up rules like this for FTP servers, Web servers, Telnet servers and so on. In addition, an organisation
can have control on how employees connect Lo websites, whether files are allowed to leave the company
over the network and so on, Firewall provides incredible control over how people use the network. 1t
provides protection against the following:
& Blocking unwanted traffic.
4 Direct incoming traffic to more trustworthy internal systems.
& Hide vulnerable systems, which cannot be secured from the Internel.
& Log traffic to and from the private network. | _ |
& Hide information like system names, network topology, network device types, and internal
user [D's from the Internet. _—
& Provide more robust authentication than standard applications.
One can also customise firewalls according to the specific needs. This means that one can add or
everal conditions: o 1
Tﬁmﬂ‘;f mltle‘:rig;ii:si::al!’ addresses are 32-bit nu:inbr:rli. 1:ulrmﬂilt}f :xlpyr;i?:li ;Smtj{;ﬁg:l%:?}?s ]E';:-‘;ﬁf:
i i saue address assigned on the Inlernet. ; ¢ this:
:hgegl?;-;fg:&iétgtié L;HE:E::; IP addr r:ssg outside the company is rca{ii'ﬂ-g too many files from a
wall can block all traffic to or from that IF add_ra.‘:s;.
gervar, fhe fire e : are hard to remember, which make up an IP address, all
o Domain Names: As numerc smagfmn_rcadahlc “ames, called domain names. For example,
servers on the Intemet glso Bave ARG inan 134.26.56.161. An organisation might
H 16 i ST 112 m. ren-!;":!n';nain nn.mes or allow access only to specific domain names.
ko [.err.a|1 ioh makes services available to the Internet, uses numbered ports.
& ;nrts: ‘:}ervurlmachmnl:, “:r:;i:ﬂhl'l.‘- o the server, 2 carresponding port number is ﬂssignn:n_i. For
or each service that is av '+ ranning a web (HTTP) server, the web server would typically
E“mpl.a’ It Eer;trr.mﬂi;:h: T"lrcwall can be configured to block Port 80 on all machines.
e av_mlahle o m;l Ph-rnses: Firewall can be made to mnﬁ_gure by snil'l::mg {Sr:m:uh_lhmughl}
e wuﬂz‘si:;:)rmalinn for an exact match of the text listed in the filter. :t:i_:-l‘ ?ﬁﬂﬂlplﬂs a
E}: i ﬁtsgum the firewall to block any packet with the word “ADWARE I It
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17.6.2 Types of Firewall

“ s a x5 s
? tr . All data traflic passes thr
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Packet filtering ' racket filering is the most basic firewall protection technique used in g
organisation. 11 operstes at the network layer o examing incoming and outgoing [’H_":kc_!%_?"d apply 5
lixed set of rules to the packels (o determing whether they will be allowed W.' kel B Pﬁckw_ﬁh“'
fircwall is typically very fust heeause it does not examine any of the data in the Pac}?ﬂ' _l-t- Simply
examines the 11 packet hender, the source and destination 11 addresses, and the port combinations, they

it applics lihering rles, For example, it is easy Lo filter out all packets destined for Port 80, which migh

s i ol Lt

be the port for o web server, A A R T WG
The adminisiror may decide | 5 Appiication -'"3:3_1 . Dissallowed ﬁnlluﬂu
that Porl BO i ofT limils ex- Ay
: u g Tronaporl Contral A
cepd for specific 1P subnets, | 4 praoce (TCP) Syt Trurl:; r:| Hlllamd htlsr.-:l an
e . . i | specified rules, including soures
and o packel filter would sul- Internet Frotacel @R L@ | and destination IP address,
Tiee ] i Pk 13 i E 3 AT e T RErs % iy b
fice Tor this. Packet filtering is (i) : . |[[EREE Packet typs, Port numbar el
0 ' 3 oo kbl rredoa [ b g
1:|5t, Mexible, transparent (no B Unknown traific is only allewed
changes are required af (heclj- | 2 DatoLink . P Ac aval st the Netion
’ — | Stack.
ety and cheap. This-type ol {
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to medium businesses that re-
fquire control over users Lo use
the Internet, X
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Figure 17.14  Packet Filtering Firewall

Application-level gateway ' An application-level gateway firewall uses server programs (called

praxics), which run on the firewall. These proxies take requests
them, and forward the legitimate requests to the internal host com
functions such as user authentication and logging. 1As this type of

type. it provides a number of advantages (o the medium-high risk web sijps:

+ The Iﬁlruwull can be configured as the only host address tha 5 visible to the outside netwo
requiring all conneetions to and from the i ; - y i
5 niernal network to go through the firewall.

The use of proxies for different services prevents direct access
network, protecting the enterprise against inge
< Strong user authentication can be enforced with application gateways
“ Proxies can provide detailed logging at the application level, Vs,
This type of firewall requires every client program to be set u
must have a proxy in it for égch ¥pe of protocol that

cure or misconfigured interng| hosts,

from the external network, examine
\puter. This type of firewall supporis
trewall is considered the most secure

rk,

1o services on the internal

P asa proxy. In addition, the firewall

implementing new protocols il the firewall does |
level of security are performance and flexibilit
memory requirements in order 10 suppor
applications and pm[ei::{if:-; cin often invo
-support them, True proxy servers arc undoubied|y (he

networks.

Ive significant de

can be used. This can cause a delay in
10l support it. The penalties paid for this additional

¥. Proxy server firewalls have large processor and

many simultaneous users, and infroducticn of mew Internet

lays while new proxies are developed to
safest, but impose an overhead in heavily loaded
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Firewall working on appli.
calion-level galeways technique
requires a Proxy for each ser-
vice (such as FTP, and HTTP),
which is compatible to it. When
4 service is required that is not
supported by @ proxy, an
orzanisatiun has three possible

choices to perform:
& Deny the service un-

til the firewall vendor incoming Traftic

has developed a se-
cure proxy.

Application

Transport Control

Protocel (TGP)

Intarfet Prolocal
L

Data Link

9

Physical

¢ Develop a custom proxy,
& Pass the service through the firewall.

Circuit-level gateway

those connections that are found to be valid are allowed 1o pass through the [irewall.

LR ~

3 SRR 1 e g e e
. !
/ @ oissaiiowes -‘:';59 Allowed |

- w
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| Trafflz iz filtered baged on i
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Unknown tralfic is only allowed
up fo level 4 of the Nelwark ;
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Figure 17.15 Application-Level Gateway Firewall

In the circuit-level firewall, all connections are monitored and only

This generally

means that a client behind the firewall can initiate any type of session, but clients outside the firewall
cannot see or connect to a machine protected by the firewall, Stateful inspections usually occur at the
network layer, thus making it fast and preventing suspicious packets from travelling up the protocol

stack. Unlike static packet

data in the packet (corresponding to all the levels of the
Using this information, firewall builds

of the connections, which go through it.
it allows only those packets, which are

requirements Lo pass,

typical use of circuit-level gateways is a sl

LSErs.

17.7 USERS IDENTIFICAT

ldentification and authentication (1&A) 18

eniering into a computer sys-
lem. 1&A is a critical building
b'ﬂfk of computer security as
It forms the basis for most types
ﬂ_fﬂﬂcess control and for estab-
lishing user’s accountability.
such access control often re-
Quires a system to identify and
differentiate among different
users. For example, access con-
trol is ofien hased on least privi-
lege, which refers to granting
of accesses to only those Users
Who are required to perform

dynamic stale

filtering technique, stateful inspection makes its decisions based on all the
051 model).
tables and then uses these tables to keep track
Rather than allowing all packets that meet the rule set’s
part of a valid, established connection. A

tuation in which the system administrator trusts the internal

JON AND AUTHENTICATION

another line of defence against the unauthorised people from

" application
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Figure 17.16 Circuit-Level Galeway Firewall

Scanned with CamScanner



» of activities on a computer system Lo specific ing;
n._ 5

their duties. User accountability requires the [ink! s

: . ¥ ¥ ¢ 1 W = L ; o .
viduals and, therefore, requires system 10 |:1-:"“ﬂE ntication as both have similar aspects. M””{f!mngn

s 1entics : L

Often peaple confuse identification from aul . o the system, Where as, authenticay
1 A hi i vides a claimed identiy to the &Y A henticat: O
15 the means through which a user provi teims make use of data authentication for
presents several challenges: such as

i 3 5 a & IEI' 5 S‘
refers to establishing validity of the claim. lefu[mm:iiminn
o o i afar oAl - R
recognising people. w hich the systems receive identilying the same person who Was

g «|y. and
collecting authentication data, transmitting the data 5ecui‘:n11"=
waelia ntic: is still using the computer systellt. s :
earlier authenticated and is still using th s identity. These can be done either by using alone g

There are three ways of authenticating users identity

in combination with others: hic key)
4  Users Requirement (password, PIN, cryptograpitit e¥)
o ATM card or smart card). :
Users Possessions | ﬁngerprlnl}.

. i it mics,
o ers Biometric (voice pattern, handwriting dyna - - .
ts [ E tain problems associated with these.

These means give strong authentication, however, there are el | s i
If people want to pretend to be someone else on a compuler system, they can g m an

individual's password; they can also steal or fabricate tokens.
17.7.1 Users Requirement :

The most common form of information and authentication is the combination of a user ID and password.
This technique is based solely on user requirement. In general, password systems work by requiring the
users to enter a user 1D} and password (personal identification number). The system compares the password
to a previously stored password for that user 1D. If there is a match, the user is authenticated and granted
access. This type of security access has been successfully providing securily to computer systems fora
long time. They are integrated into many operating systems, and users and system administrators arc
familiar with them. When properly managed in a controlled environment, they can provide effective
security. However, this technigue is dependent upon keeping passwords secret. Unfortunately, there are
many ways that the secret key may be divulged.

% Finding Passwords: If users create own passwords, he may tend to make it easy to remember.
On the other hand, assigned passwords may be difficult to remember, so users are more likely
to write them down. Many computer systems are equipped with administrative accounts that
hstxr? preset passwords. Because these piasswurds are standard, they are easily *guessed’.

oo Gl\'lng‘ F'ass words: Users may share their passwords with a co-worker in order to share files.
In addition, people can be tricked into divulging their passwords.

+  Electronic Monitoring: When passwords are trans-
mitted (o a computer system, they can be electroni-
cally monitored. This can happen on the network
used to transmit the password or on the computer
system itself,

% Accessing Password File: If the password file is
not protected by strong access controls, the file can
be downloaded. Password files are often protected
with one-way encryption so that plain-text pass-
words are not available to system administrators
or hackers (if they successfully bypass access con-

Connect o Pk

trols). o
Figure 17.17 User ID and Password
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17.7.2 Users Possessjgns

h some technigue
Ml::::;f the USers pﬂl;;{ii?ﬁc hased fmiflij-' on users’ requirements, most of the techniques are based
o - *his combination provides significantly stronger security than individual’s

l.-ECh!'}iqtlES- This tt{:hﬂiqu-ﬁ uses fokens system. Such : kT ? ;
: . tokens are divide ; ;
(okens and smart tokens, ed into two categories: memory

M?mnr‘g{ tokens . ‘Mﬁmﬂr_'..r tokens are meant for storing information. It requires special reader/
writer devices fﬂr writing and reading of data to and from the tokens. The most common type of
memory token 15 @ magnetic strip card, in which a thin stripe of magnetic material is affixed to the
surface of a Eﬂr.d (for example, as on the back of credit cards). A common application of memory tokens
for authentication to computer systems is the automatic teller machine (ATM) card. i
Memory tokens when used with PINs provide signific antly more
security than passwords. In addition, memory cards are inexpensive
to produce. A hacker must have both a valid token and the corresponding
PIN to pretend to be someone else. This is much more difficult than
obtaining a valid password and user ID combination. Tokens can be
used in support of log generation without the need for the employee
to key in a user ID for each transaction or other logged event since the
token can be scanned repeatedly. If the token is required for physical
entry and exit, then people will be forced to remove the token when
they leave the computer. This can help maintain authentication.
However, this method also has certain limitations, although sophisticated
technical attacks are possible against memory token systems, most of
the problems associated with them relate to their cost, administration,
token loss, user dissatisfaction, and the compromise of PINs. Most of

the techniques for increasing the security of memory token sysiems g gure 17.18 Memory Token
relate to the protection of PINs.

Smart tokens A smart token is the functionality expansion of memory token, incorporating one
or more integrated circuits into the token itself. When used for authentication, a smart token is another
Exam;j]e of authentication based on users possession category. A smart token requires a user to provide
something the user knows (PIN or password) in order to “uniﬂgk" !ha smart token for use. Smart tokens
offer great flexibility and are used to solve different aulthcnucatmn prﬂ'f}lﬂms. The benefits of smart
tokens vary, for the type it is used. In general, they provide greater security than memory cards. It can

solve the problem of electronic monitoring even if
the authentication is done across an open network by
using one-time passwords.

However, like memory tokens, most of the prob-
lems associated with smart tokens relate to their cost,
the administration of the system, and user dissatis-
faction. Smart tokens are generally less vulj:jera!jlle
o the compromise of PINs because authentication
usually takes place on the card. Moreover, smart to-

cost more than memory cards and are more com-
plex, particularly challenge-response calculators.

Figure 17.19 Smarnt Token
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7 i ics Technique | o
17.7.3 Biometrics < the aniqué charaﬂlﬂriﬁtics {or attributes) of an individual to
5

m?l.:.gmﬁ u. nelude physiological attributes (such as fingerprints, hang
. .n":: ;:}f;:inunﬂ attributes (such as ‘mi.ﬁc pﬂli:urns and dhaml:l-wrquH
gf:umttry', or _Tﬂ‘tlnﬂ:l pﬂuerl}bf‘ fion iechnologics based upon these attributes have been Ieue oped for
E-'Il-'_.:l'mtulrﬂl}- Bl_tr:n;;::;: :::Lhn-:.sn ;;:[nmﬂ"j“ authentication is technically complex and expensive, and yse
compuier log i { -
m:n:el;tnncc: can be difficult.
Biometric systems provide
is still new as compared to memary Lok
imperfection, resulting from technical diffi
as from the somewhat variable nature of p

Biometric authentication tec
authenticate the person’s ide

for computer systems, but lhE. technology
kens or smart tokens. Biometric afnmenu-:gtmn de?-mgg provide
culties in measuring and profiling physical attphutes as r.“'reﬂ
hysical attributes. These may change, dePEnL"Eng On varioys
conditions. For example, a person’s speech patlern may cha!nge undcrr stressful cc::adltlnns or _whu“
suffering from a sore throat or cold, Due to their relatively _h:_g.h L, hiﬂm':”-f‘“? systems are typically
used with other authentication means in environments requirng high security.

an increased level of security

Pattern Mateh
|_ T—T0F . = | I_ -] O *
St Gy ! — 1 -..Ill
g Bk =y N g gl el ) =
o) e [l i L] | B My e ﬁ
BE °!-I+ i -.Hﬂ i'-l‘hi'-l'hf-lht
T S b B4
by adhi b gl ey
SFFE LD EFEL LYY ' i
Scan for biometric Creale digital Extract/isclals I
| pATribute fepresenialion minutian apd Search for template match
| s BT Imags craats lamplale

Figure 17.20 Biometric Techniques
17.8 SECURITY AWARENESS AND POLICIES

In today’s computing cn_‘-'lmnmcnl, Everyone in an organisation has access 10 system resources and,
thgmﬂ]m* has the potential to cause harm. Each computer on networks is potentially a door in which
dccess tul ntherlmmput:rg on the network is possible, Thetefore, a need for securitv: awarensss and
tramning 15 required 1o implement computer security in an organisation. Computer Eezrurit:-,r —

and training is an issue that affects al|
_ computer users, whet :
terminals connected to the mainframe computer, Sk e

17.8.1 Awareness

The main purpose behind securi ;
et ]:}rg::m mmumes!?ﬂ":ﬁ}; :;:re::lzﬁ 15 1o enhance security by Improving awareness of the need
5% v secsrialy il Eadt Tho s dg 5 15, and knowledge so that computer users can perform their
for organisations and systems. 'a“""'HFEneggg ;LE:::ddtfﬂr q:sign, implement, or operate security programs
of the organisation by protecting valuahle , 0 reinforce the fact that security supports the mission

. R 3 E50ure i )
basic security practices, such as logging oft Eﬂmepsﬁl::: :S;:En, |; le:Esn used to remind people of
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Providing training is g ociate with security,

i : © an awareness activi i ; o anahle tha
1o perform their jobs iy 4 more seqyre “'Im:mer iy, which teach skills 1o the people that enable them
how they should (or can) dq :

it. Trainin - This includes leaching people 1,1.-h311, they gh_{m]d do and
advanced or specialised skifg, | RS ]:hEg faddresses many levels, from basic security practices to more
all systems. Many personne|'q need ad Speciiic to ane computer system or generie enough 1o nddrnrss
practices. For example, Managers ma 2 "':““':Ed or specialised training rather than just basic security
can take the security factor ingg g ¥ heed to understand security consequences and costs so that they
oups who need specialised €Ir decisions. There are different ways to identify individuals or
B i 2ed or advanced training. One method is to look at job categories, such as
exccutives, t'_unclmnal managers, or technology ﬂ?mfidcrs J 2 ‘
A Sﬁﬂﬂﬂl}'—llrﬂlﬂlﬂgl Program ['ID'I"IT:IHH}" imcludes 1.Ti3i1ﬁl'lg classes, either 51ri.|:'|_'|}r devoted to EEELITiT.}"
or as added special Sections or modules within existing training classes. Training is either computer or
lecture-based, and may include hands on practice and case studies,

17.8.2 Security Policy

A security policy is a formal statement of the rules fo

r people who are given access to an organisalion’s
technology. When developing a security policy,

DEY care must be taken 1o identify and understand relevant
and valid issues. Mostly, resources are wasted on reacting 1o a high-profile hoax call while a serious

issue goes unnoticed. When evaluating the effectiveness of a particular security policy, the resources

being protected must be analysed, the information stored in today’s computer ranges from public
domain material such as telephone numbers to highly

sensilive data, for example, an individual’s genome. Security Policy
It is not practical nor is it possible to firmly secure all

- : The important characteristics of securit 3

this information. The goal is to protect information policy are as follows: ¢ ‘I;:
in line with its relative value and importance to the " implemantable through sys- B9
business process. A security policy should focus on tem administration procedures, pub- Bk
allowing employees to access only the regourees he lishing of acceptable use guidelines, _D'
or she needs to perform their job function. '_rhﬂsc or other appropriate methods., o
who need to see information and only individuals < It must be EI‘ITJ:JTI:.‘E_EI:IIE with _Securii"j E
who need to modify information should be allowed. tools, where appropriate, and with zanc- =
The main purpose of security policy is to inform :anhﬁ '-WT T ac':g!a  Penniion 12 ot s

; itk g echnically feasible. o

users, staff, and managers of their obligatory require= - = 0 clearly define the areas of JHAL
ments for protecting technology and information as- %

responsibility tor the users, adminis-

Sets, The policy should specify the mechanisms through trators, and management.

which these requirements can be met.
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